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Automotive Software Engineering

Paradigm shift in automotive industry
HW-centric to SW-centric

Rapid increase of SW causes challenges in all areas
Organization, key competencies, processes, models, methods,
tools, maintenance, and strategies etc.

Automotive SW engineering
Adopting SW engineering disciplines from other domains
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Automotive Software Engineering

* 100 million lines of code in a vehicle is no exception!

- How many lines of code does the F-35 fighter jet
(JSF) contain?

- Why does a vehicle contains such a huge amount of
code?
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Number of lines of code

100million

10000000

1000000

lines

100000
10000

1000

100

10

¥
GMiewees)

90% innovation
50-70% development cost

r | | | v ¥ r

1960 1970 1980 1990 2000 2010 2015 2020

\‘ Q}\/) Technische Universiteit
g Eindhoven

1976 Olds Toronado University of Technology

Electronic Spark Timing 2000 functions enabled by
(EST) System (1 ECU) software (70-100 ECUs)



Automotive Software Engineering

* lnnovations lead to more software

Adaptive Cruise Control
Parking assistance

Lane detection

Connected cars

Eventually: autonomous driving
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Automotive Software Engineering

- Automotive industry is changing wrt software:
« Randy Mott, CIO GM: "You're not creative and fast enough
when IT is outsourced.”

 General Motors has started the recruitment of 500 IT
professionals for an innovation center in Austin. This is the
first installment of the estimated 10,000 IT professionals GM

will attract in the next three years
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Automotive Software Engineering
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Software problem that could cause
* the cars to stop suddenly

- accelerate without warning

» overheats/damages power electronics

vEAR | TOTALRECALLS | TOTAL NO. OF VEHICLES AND EQUIPMENT
ISSUED RECALLED IN MILLIONS
1990 | 269 185
1991|282 144
1992 217 136
1993 264 1
1994|290 99
1995 |348 19
199 | 341 195
1997|312 167
1998 | 408 192
1999 | 440 556
2000 |626 446
2001 |527 24
2002 (506 253
2003 (600 29
2004 (698 33
2005 (645 204
2006 (613 141
2007 (713 206
2008 (781 26
2009 (571 18
2010 (723 23
2011 (657 175
2012 (657 181
=
\2{21[:‘ *500 56

Source: National Highway Trai

ic Safety Administration




Automotive Software Engineering

* Quality is essential: o E—

+ Vehicle OEMs spend millions on e
warranty and recall costs each year, - -
with over 50% of recalls attributed . i
to software glitches and electronics e x T
defects [nttp:/imww.arynga.comi o .

- Software now to blame for 15% of o ox
car recalls o . y

- September 2016: GM recalled 4.3 - 5
million vehicles for software-related .=~ .
airbag defect - < x

Source: Toyota
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Quality of Simulink models
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systems in vehicles: § e T o ﬂ
- to enable innovation E —— e
- to decrease costs iy ot

- to fulfill legal needs (e.g. CO2

emission) etc. More and more complex

architectural and design models




Quality of Simulink models

Supplier A OEM Supplier B

AL1 Architecture

v |

SW Architecture AL2 Architecture SW Architecture
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AL3 Architecture

Large automotive MATLAB Simulink can consist of:
» ~15,000 building blocks °0 QO
« 700 subsystems

* 16 hierarchical levels




Quality of Simulink models

An Automotive Quality Model

> . * QObjective:

= odularity . .

3 Reusability 4 2 Understandability § maintainable

= Analysability g F  Learnability = and usable

§  Modifiability g ® Operability g  software

£ Testability - -] N

© N

=

Q

g 2 Time behaviour o 2 i @ Are all

©® € Resource = = abtabili =

£.2 tilization 8 8§  Replaceability g these

Y £ Capacit E £ 2

E"” pacity o O T metrics
useful?

()]

g 2 E Maturity g

j Reachability 8 2  Availability 2 N

2 = ~

o -— 'y of Technology

2 2




Quality of Simulink models
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Quality of Simulink models
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Quality of Simulink models

 Measurement and visualization tool chain

* mdl : i *.mf | |
Simulink Model L SQuUAVisiT 2 i
Analyser Y-y i 13

* mf files

* mdl files

*jpg files

Measurement tool for Simulink * Interface with SQuAVisit
model developed Visualization tool
- Based on ConQAT « Extended with Simulink
Simulink Parser input
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Model Driven Engineering

* Model Driven Engineering (MDE) is a (software)
development methodology focusing on creating and
using (domain) models

* Functional safety is the part of the overall safety of a
system or piece of equipment that depends on the
system or equipment operating correctly in response
to its inputs, including the safe management of likely
operator errors, hardware failures and environmental
changes
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Modeling of functional safety

- Standards and functional safety assurance

* Most important requirement in automotive:

» A vehicle should not harm its passengers or (people in) its
environment when being used

- Safety related standards for automotive:
 IEC 61508: the general functional safety standard
* 1SO 26262: the automotive specific functional safety standard

Technische Universiteit
e Eindhoven
University of Technology




Modeling of functional safety

* Functional safety: operating correctly with fail-(safe/
operational) strategies

Goals:

1) Prevent systematic SW/
HW failures

Failure

N

2) Mitigate random HW
failures

Random HW

3) Show/assess how safe
the designed product is

Systematic
SW/HW

A 4

Hazard

Technische Universiteit
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Modeling of functional safety

- People’'s lives
* Toyota Camry case in 2010: Guilty by
software defect! [1]
* Legislation

* Most probably legislations for automated
driving are based on 1S026262

* Cost

* Toyota recalled 6M cars due to safety defect
in 2014, estimated cost > $6B [2]

[1] http://en.wikipedia.org/wiki/Michael Barr %28software engineer%29

[2] http://www.bloomberg.com/news/articles/2014-04-09/toyota-recalls-6-76-million-vehicles-
worldwide-including-rav4




Modeling of functional safety

* Testing a
pedestrian
detection system

* Failure happens

 Even when you
are sure it will
not!
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Modeling of functional safety

 Standards

Requirements

<

Guidance

UE rules
ERMTS

National
Rules

EN 50126
EN 50128

EN 50129

EN 50159

UE
216/2008

Cs 25
IR 21

ARP4761
ARPA754

D0297
DO178
D0254

FAR 25
PART 21

IEC 61508

1SO 26262

Technische Universiteit
e Eindhoven
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Safety assurance &
certification processes




Modeling of functional safety

* Certification Compliance argument

Standards | —

5 Item definition

5.1 Objectives

The first objective is to define and describe the item, its dependencies on, and interaction with, the
environment and other items.

The second objective is to support an adequate understanding of the item so that the activities in subsequent
phases can be performed.

5.2 General

This clause lists the requirements and recommendations for establishing the definition of the item with regard
to its functionality, interfaces, environmental conditions, legal requirements, hazards, etc. This definition
serves to provide sufficient information about the item to the persons who conduct the subsequent subphases:
“Initiation of safety lifecycle” (see Clause 6), “Hazard analysis and risk assessment” (see Clause 7) and
“Functional safety concept” (see Clause 8).

NOTE Table A.1 provides an overview of objectives, prerequisites and work products of the concept phase.

Technische Universiteit
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Modeling of functional safety

* 1ISO 26262 standard is the adaptation of IEC 61508 to
comply with needs specific to the application sector
of E/E systems within road vehicles:

* Provides an automotive safety lifecycle (management,
development, production, operation, service,
decommissioning) and supports tailoring the necessary
activities during these lifecycle phases.

* Provides an automotive-specific risk-based approach for
determining risk classes (Automotive Safety Integrity Levels,
ASILs).

 V-model based.

Technische Universiteit
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Modeling of functional safety

| 2.4 Management during complete safety lifecycl 3 - C o n ce pt ph as e
———

i 3. Concept phase )
3.4 Item definition L.,
3.5 Initiation of safety lifecycle 3' 5 I te m d efl n ItIO n
I o

(modification and derivates)

3.6 Hazard analysis and
risk assessment

|3.7 Functional safety concept V4

J E 3-6 Initiation of the safety lifecycle

5.7

Core processes

2| 13-7 Hazard analysis and risk
| l[assessment

5.1¢

3-8 Functional safety
concept

8.4 Interfaces within distributed developments
8.5 Overall management of safety requirements

2 R Canfirniratinn mananamant

Technische Universiteit
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Modeling of functional safety

- Relationships between standard and project
 From process to product

Safety Standard

|[oA8] pliepuelg

Yo
(S
it

°

[ Process } >[ Product J
Has output
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Modeling of functional safety

Generic MetaModel Specific MM

Domain Concepts from *
Standard (ISO 26262)
or Project

Add domain Automatic
concepts ~ generated

TU
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Modeling of functional safety

* Generic Meta Model (GMM) is

» designed for multiple domains
 suited for certification data re-use

- Why Specific Meta Models (SMM)?

« Different ways of addressing safety:
— per domain
— per company
— per project
* For each domain, the safety engineer needs to adapt the
current way of working to conform to the GMM

Technische Universiteit
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Modeling of functional safety

Generic MM Specific MM

Meta Model Transformation

Operators
----MM Refine Language

. *
-------------------------------------

DSL containing Domain

Concepts

(External Element etc.) TU Eindhoven et
. University of Technology

expressed in MMRL




Modeling of functional safety

CompanyX Project

Generic MM 1ISO 26262 MM MM for fuel cars

Refi | Specialize ISO MM: CompanyX Project

efine GMM: c ts from .

Concepts from 1SO 26262 oncepts MM for electrical cars
CompanyX

Technische Universiteit
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Modeling of functional safety

« Case study: refining the Generic MM

> H NameElement L]

> © name : EString ]
= description : EString

*

0. .
A definesElement

H safetyStandard |definesApplicabilityLevels |E ApplicabilityLevel

definesArtefacts

H Artefact - standard : EString [« 0
0.* = version : EString
= scope: EStrm_g definesCriticalityLevels| H CriticalityLevel | [0..1
produces < = authors : EString |g,
, — 0.*
definesActivities [ )
. definesReqs 0.1
1. 1.* A asCriticality | hasApplicability
definesCAs )
T ac A E Requirement 0.1 E CriticalityApplicabilitys
Aclivity fufiReqs | = objective : EString
0.* assignedTo 0.1
1.* » 0.1
’ ) ignedT
recommendslvathods *° > oo O
E Method
decomposedIn 4 » executedBy 0.* uses

H Role




Modeling of functional safety

( \
H NameElement [ 1 .
. o id : EString 2 1 Rename, l
B © name : EString > ! . .
| ‘ = description : EString I Add attrl bute, ’
A A o hasElement S e —————
definesImportances

add class HazardEvent { ) £ 15026262Framework H Importance
i | = standard : EString (e 7 = recommended : RecommendedLevel

superTypes { | = version : Fstrina ;

gmm.NameElement 7

} — add enum RecommendedLevel { 1 to I +

. literals{ eve 0 lmportance
} to gmm HighRecommended{ 41

literal "HR"

add reference determinedBy { fiReq alue 1

lowerBound © 0, } vel

type gmm.Hazard Recommended{ vel
} to gmm.HazardEvent literal "R"

5 -

H HazardEvent } to gmm

determinedBy

© controllability : ControllabilityLevel
o severity : SeverityLevel 1. S

= exposure : ProbabilityofExposure

— o o o o — N i : . . <<enumeration> >
{ <enumeration> > L |< <enumeration > <<enumeration> > < <enumeration> >| £ probabilityofExposure
Add ClaSS - Recompps ~ === == — kN fe ControllabilityLevel £ SeverityLevel - E0
I ’

= HighRec - o - 50 - E1

Add attribute; ['Remmnl Add Enum: || |-« S s Se

= NoRecop = (@ - 52 -3
- c3 - s3 - E4

,.“:F—J

Add reference;

T _




Modeling of functional safety

+ Editor for ISO 26262

models

W] 15026262.smm_diagram 33

[E] Requirement List
List of requirements

W @ Item Defintion

Safety Manager

[) HARA Report

[ Properties 23

© Activity

Core Property
Decomposed In
Description
Executed By
Fulfil Reqs
Name
Produces

Uses

Appearance

o Palette
» Objects
@ AsiL

@ Activity

0 HARA & Functional Safety Concept

@ CriticalityAppli...
<4 Hazard

HazardEvent
© Importance
Q! Static Analysis ©) Method
e

> Connections

—= AssignedTo

¢ MethodRecommend 71 Decomposedin
DeterminedBy

@ Asip /" ExecutedBy
7 FuffilReqs
T HR 4 HasASAL
v | Produces

.;[-_:_;‘:_ v e 78

Value
@ Activity Functional Safety Concept

W

'= HARA
) Work Product HARA Report
& Method Static Analysis

test.sbvr d) default.simplegsn_diagram

[£] RegListTest

aaSafety Manager

) crf.crfframework_diagram 2

* | 52 Palette |

(= Objects
© Activity
& ExternalElement
(=] Requirement

2 Role

© ItemDefinition

() WorkProduct

@ Activity

(= Connections

O Activity
{> ExecutingRole

& OwnedRequire...

ItemDefinition

[ Properties 22

% Undefined

Core v Properties
Base Id:

Rulers & Gnd

Name:

R PrecedingActiv...

» ProducedArtef...

&; RequiredArtefact

PreliminaryDesign

- Editor for company
specific models

TU
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Modeling of functional safety

Generic MetaModel Specific MM Safety Case

Domain Concepts from *
Standard (ISO 26262)

or Project
. . Technische Universiteit
Adddomain Automatic  — inkto  TU /e i,
concepts generated




Modeling of functional safety

- Safety cases

« 1SO 26262, Safety case: “argument that the safety requirements for
an item are complete and satisfied by evidence compiled from work
products of the safety activities during development.”

* The guidelines in Part10 provides some ideas about formal
approaches to arguing safety from the evidence compiled in the

safety case.

Safety Requirements & Objective

8 Safety Argument 8

Technische Universiteit
Safety EVIdenCe T U ﬁll:lie:?s‘?f;loﬂechnology




Modeling of functional safety

Story of a safety case

Claim 1: Dependable Syste
System X meets it

Context 1: Depeng Clearness is a

Top level assurans

Derived requireme problem!

Strategy 1.1: argue ove
Claim 1.1: Reliability: y requurements are satisfied.
Claim 1.2: Availability: the relevant availability requirements are satisfied.
Claim 1.3: Security: the relevant security requirements are satisfied.

Technische Universiteit
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Modeling of functional safety

« Story of a safety case

ISO 26262 - AUTOMOTIVE CASE
APPLICATION

PM: Project Manag

(") Level means a degree on the workflow to which refer for exploring AUTOMOTIVE SPECIFIC EVIDENCES SEooC
Referenc | ("") Other than to TECHNICAL ¢ |
< B SAFETY ——— VALIDATI CDNFIFIMATI:;:HMAL £ ~
Leve| Code ¢ | YorkProductiMain | o |5 1y 0 . Refineme | ASIL | ANALYSES | VERIFICATIONS |y, REVIEWS AUDITS
= p Argument ! Main 4 LINK TO ("7) RESULT |Format (Part 8 - Clause Part 2 - Clause
1(°) | Identif. N o t e nt Dec. (Part9 - q- (Part 2 - Clause
Requirement Cl— 9) 6.4.8)
\7/_"“~uée 9 4.7
H \
w B
~N
P 1} SP_3 |SAFETY PLAN (Rev 3) |FSM[ 5 [5.5.1 f
L uge amount o
A
dla, reiations 1o
I piCtU re are
8 HW| T REQUIREMENTS 0 5 |B.5 PROCESS AUDIT
SPECIFICATION FST ( REPORT
H DES|
SPECIFICA
H
w
LRlalal®h Jolgl
FSM Madificatio .
SOFTWARE Afterimpact
S 8_Hw| HSLHw |INTERFACE 57| 5 [B52 gsggl\;l':\;ﬁ%?m" ex?sfi; Word | analysis (if
P SPECIFICATION (HSD) |7 ° document any)
—




Modeling of functional safety

Goal Structuring
Notation (GSN):
mentioned explicitly
in ISO 26262

- Story of a safety case

( )« (oo Relations in /"’\

{confid ] o \
overall picture are ‘C
}\ clear and easy to
StdCompliance ' -
WCET analysis meets u n d e rSta n d ) hesd > supports

61508 SIL 4 and shows
{WCET Y} -
A
3

SWAccReport
Technische Universiteit
e Eindhoven
University of Technology
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Modeling of functional safety

Any definition? &

oy )
\ ¢ Link safety cases to

~ ) conceptual models;

use structured language
\ /

1?

Any relation? 0

Technische Universiteit
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Modeling of functional safety

- Semantics of Business Vocabulary and Business Rules (SBVR)
in GSN

Base Business
Definitions & Rules
on Verb Concepts

Definitions &
Rules

Develop
Vocabularies and
Rules Sets to
represent them
(starting with terms
for the concepts)

Associate Concepts to | Verb Concepts
define Verb Concepts (Fact Types)

0

Define Noun Concepts | Noun Concepts

\4
Vocabulary

It is obligatory that each driver of a rental is qualified.

rental has driver

Technische Universiteit
Eindhoven
University of Technology

driver is qualified TU
The noun concept ‘driver’ is a facet of the noun concept ‘person.’




Modeling of functional safety

Extraction (Model
Transformation)

A

(vocabulary)
nes
X | :

Domain Concepts from Standard
(ISO 26262) or Project \4

SBVR editor integrated
in argument editor

Technische Universiteit
Eindhoven
University of Technology

I
I
Existing Conceptual Model : SBVR Model Safety Case
I
1




Modeling of functional safety

Noun Concepts :

= MalfunctioningBehaviour
Source : "From Eclass MalfunctioningBehaviour”
Concept Type : general concept

- Hazard
Source : "From Eclass Hazard"
Concept Type : general concept Noun Concepts
Necessity : Each Hazard has exactly one description .

= FunctionalSafetyRequirement
Source : "From Eclass FunctionalSafetyRequirement”
Concept Type : general concept

Necessity : Each FunctionalSafetyRequirement has exactly one ASIL . B Hazard  MalfunctioningBehaviour |

= ASIL = description : EString 0. triggers

|

Concept Type : categorization
- description

Source : "From Attribute : description in Eclass Hazard" 1.1 drivesFrom © ASIL
Concept Type : role [ FunctionalSafetyRequirement | = ASIL_A
- ASIL A — ASIL_B
— - = asil :ASIL=ASIL_A — ASLL C
General Concept : ASIL ’ Asl D
Concept Type : individual concept -
Verb Concepts :
= MalfunctioningBehaviour triggers Hazard Verb Concepts
Concept Type : association
= FunctionalSafetyRequirement is_derived from Hazard
Concept Type : association
= Necessity : Each FunctionalSafetyRequirement is_derived_from at least one
Hazard .
. Technische Universiteit
’ Eindhoven
University of Technology




Modeling of functional safety

Language can be controlled:
- Safety claims and goals « By restricting to a concise

can now be parsed vocabulary;
« Limiting the size of sentences;

« Reducing the complexity of
sentences;

» By restricting the verbal syntax;
using of smaller set of tenses;

0 Ele

TopGeal

System hazards
addressed in...

Build safety cases
with structured
language

SubClaim Claim
Risk associated with VINo intolerable riskd
all remaining... n
: present l M' Technische Universiteit
I U Eindhoven
University of Technology




Modeling of functional safety

« SBVR in action

TopGoal

System hazards
addressed in...

Build safety case with
< content assistant.

SubClaim Claim

Risk associated with No intolerable riskd

all remaining... present in system.

Risk is a combination of the probability of occurrence of harm Hazard

and the severity of that harm. (ISO 26262-Part1:1.99) azar
Name - 1D

| iRisk |

System

Definition of the concepts,

etc. /\)’

system

Concepts from SMM.

Technische Universiteit
I U Eindhoven
University of Technology




Modeling of functional safety

Source : "From Eclass MalfunctioningBehaviour™
Concept Type : general concept
= Hazard
Source : "From Eclass Hazard"
Concept Type : general concept

3+ - ~. = = v ® - ~3 1
Y —— . N?ce551Ly : Each.Hazald has exactly one description .
= | @ patette . = FunctionalSafetyRequirement
NCCEE Source : "From Eclass FunctionalSafetyRequirement”
) Requirement Lit | Objects © Concept Type
List of requirements i
@ AsiL Necessity .
0 GAdhity ASIL
& Item Definition @ HARA @ Functional Safety Concept @ CriticalityAppli...
& + Hound Concept Typ
Safety Manager 4 HazardEvent descrl tlon
) Importance Source "F
[ HARA Report {05 Static Analysis 03 Method Concept Type
(= Connections < w
— AssignedTo . = A5
¥ MethodRecommend 71 DecomposedIn l
YT 4 Determined
ASIL
ExecutedB
7 ec_um Y TopGoal
7 FulfilRegs
OHR 4 HasASAL System hazards
~ | &Produces addressed in...
3 )
Appearance SubClaim Claim
Risk associated with o intolerable risks
" all remaining... resent in system.
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Safety Case Assessment

Safety Case
Developer

Submit safety case

Submit revised safety
case

Safety Case
Assessor

Feedback

Feedback

Technische Universiteit
e Eindhoven
University of Technology




Safety Case Assessment

- Objectives

* To evaluate whether the reasoning about the (functional)
safety of the product is valid

 To get an independent statement that the claim about the
(functional) safety of the product is reasonable
* Outcome
« Strengths and weaknesses are identified

« Recommendation (for acceptance or rejection) based on
judgment of the provided claims and evidence

* Required corrective actions are presented, if any
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Safety Case Assessment

Metamodel Safety Case Structure

SafetyCase
rootBasicNode = a rootBasiclink
= gmf.diagram H H
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Safety Case Assessment

e Use Case 1: add annotations to GSN elements

e
{ N\
Goal: G_1 I 3] Strength: : Ve - = \
System [Car] | I Comment types: I
is safe I Clear defined | I
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Safety Case Assessment

 Use Case 2: change status of GSN elements

e - O O O O O RS S S S S S

Goal: G_1 4 N
Systaicar] : Assessment statuses: :
is safe , © Not viewed (white), I
1 * Accepted (green), I
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Safety Case Assessment

 Use Case 3: evaluate quality of GSN elements

Goal: G_1
——————————— ~
System [Car] ‘ . \
is safe [ Quality Levels: I
I« Very Low, :
l :  Low, I
1 Medium, I
Strategy: S_1 . H h |
J Arg.ur‘nentby : igh, . |
claiming... b Very ngh. )

e |
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x ] Has Comment
Appearance | —
! Id = mxfG4dolEeWwT6rQ uV_eQ
= e Universiteit
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* Deriving metrics for safety case assessment to give
an overall quality score of safety case and evidence

* Integration of functional safety standard into
architectural modeling (in cooperation with TNO

Automotive)

+ Application to autonomous driving (i-CAVE project)
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Conclusions

* Metrics are a means to establish the quality of
automotive software

- Meta modeling is a powerful way of modeling safety
standards

* A meta model transformation approach is proposed to
facilitate safety assurance

« SMM in combination with SBVR allows a better way of
developing safety cases

 Meta-modeling of GSN creates better ways of safety case
assessment
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Observations

- Automotive industry is becoming more software
intensive but still lack of proper software
engineering disciplines

- Automotive software should be more open for
inspection, maybe completely Open Source
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