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Big	Software	on	the	Run

• Long	running	(distributed)	systems
• All	situations	will	occur
• All	exceptions	will	fire

• How	do	developers	deal	with	exceptions?
• How	do	exceptions	end	up	in	crashes	and	issues?
• How	do	exceptions	manifest	themselves	in	log	data?
• How	can	logged	exceptions	be	reproduced?
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[	Error	Handling	and
Type	Checking	– 1991	]
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The Error Linking Concern

• Proper error logging essential for
– Activating correct recovery procedure
– Making sure repair engineer can take proper 

action upon crash
–Directly affects repair time, hence 

uptime.
• Different error codes are linked back to 

root cause
• Explicitly described “error linking idiom”



Error Linking
int queue_add(CCQU_queue *queue, void *item_data, bool front) {

int  r = OK;
…
if ((r == OK) && (queue == (CCQU_queue *) NULL)) {

r = CCXA_PARAMETER_ERR;
ERXA_LOG(r, 0);

}
…
if (r == OK) {

r = PLXAmem_malloc(sizeof(CCQU_queue_item), (void **) &qi);
if (r != OK) {

ERXA_LOG(r, 0);
ERXA_LOG(CCXA_MEMORY_ERR, r);
r = CCXA_MEMORY_ERR;

}
}

if (r == OK) {
...

}

return r;
}

Initialization

Root error

Error logging

Skipping

Linking

Propagation6
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Error Linking Quality

• Fault model:
– Wrong error variable returned, 
– assigned and logged value mismatch,
– not linked to previous value,
– omit guard, ...

• Can be identified using analysis of program 
dependence graph

• For each path find out whether error value is 
properly set, checked, logged and returned
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Static Analysis in SMELL

State
Machine for 
Error 
Linking and
Logging
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Violation reports

CodeSurfer 
File Browser

Violations Browser
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SMELL Evaluation

KLOC Reported 
Deviations

False 
Positives

Limitations Validated 
Deviations

CC1 3 32 2 4 26

CC2 19 72 20 24 28

CC6 15 16 0 3 13

CC4 14 107 14 13 80

CC5 15 9 0 3 6

66 236 36 47 153

15% 20% ~2/Kloc



Error	Handling	In	Embedded	C

• Exception	handling	through	return	code	idiom

• Almost	10%	of	code	base

• 2	faults	per	KLOC	in	just	error	handling	code

• Incorrect	logging	affects	repair	time	=	uptime

• Static	analysis	can	help	to	spot	problems
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2014:	Security	vulnerability	 in	error	handling	of	Apple’s	 Secure	Socket	Layer	code
http://avandeursen.com/2014/02/22/gotofail-security/ 13



Using	C	language	extensions	 for	developing	
embedded	 software:	A	case	study
Voelter,	Van	Deursen,	Kolb,	Eberle.

OOPSLA	2015	.

[	Language	extensions	
to	the	rescue?	]	
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Study	Context

• 198	randomly	sampled	user-reported	failures
• 5	data-intensive	distributed	systems

• Cassandra,	HBase,	HDFS,	MapReduce,	Redis

• Widely	used,	all	designed	for	high	fault	tolerance

• Studied	all	failure	reports
• Manually	reproduced	73	crashes.
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“Almost	all	(92%)	of	the	
catastrophic	system	failures	are	
the	result	of	incorrect	handling	of	

non-fatal	errors	explicitly	
signaled	in	software.”



Testing	the	Error	Handler

in	58%	of	the	catastrophic	failures,	
the	underlying	faults	

could	easily	have	been	detected	
through	simple	testing	of	error	handling	code.

Causes:
i. the	error	handler	is	simply	empty	or	only	contains	a	

log	printing	statement,	
ii. the	error	handler	aborts	the	cluster	on	an	overly-

general	exception,	and	
iii. the	error	handler	contains	expressions	like	“FIXME”	

or	“TODO”	in	the	comments.
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MSR	2015

EMSE	2016



Why	Study	Exceptions	in	Android?

• Android	is	common
• App	crashes	are	common

• Mix	of	platform,	libraries,	app

• For	many	apps	source	code	available
• For	many	apps	crash	data	available	(issues)
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The	Java	
Exception	
Hierarchy
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Exception	Handling	“Bug	Hazards”

1. Can	the	information	available	in	exception	stack	
traces	reveal	exception	handling	bug	hazards	in	
both	the	Android	applications	and	framework?	

a. Can	the	root exceptions	reveal	bug	hazards?
b. Can	the	exception	types reveal	bug	hazards?
c. Can	the	exception	wrappings reveal	bug	hazards?
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Data	Processing

539	projects:
• Identify	external	libraries	
(static	byte	code	analysis)

• Identify	custom	(checked)	exception	types	
(source	code	analysis)

6005	exceptions
• Extract	stack	trace	using	heuristics
• Check	javadocs for	thrown	non-checked	exceptions
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Most	Common	Exceptions
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Most	Common	Types
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Exception	Interfaces

• 65%	Runtime	Exceptions?
• 4%	programmatically	thrown	(79	cases)
• Not documented	via	“throws”	signature
(except	1	case)

• Surprise	finding:	checked exceptions	can	go	
undocumented	too.

• (Gingerbread	JNI	method	could	throw	checked	
exception	that	was	not	documented)
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Cross	Type	Wrappings

30



The	50%	case:	
Checked	to	Runtime
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The	22%	case:
Error	to	Runtime	(dangerous)
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Other	Error-Related	Wrappings
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Android	Exception	Handling:	Findings

• Programming	mistakes	common	cause:
• 50%	of	reported	stack	traces
• Null	pointer	exceptions	most	prominent	(27%)	

• Java	Errors are	wrapped	in	(checked)	exceptions
• E.g.:	OutOfMemorywrapped	in	checked	exception

• Thrown	RuntimeExceptions are	not	documented
• Occur	in	4.4%	of	traces

• Undocumented	checked	exceptions	occur:
• raised	by	native	C	code,	not	declared	in	JNI	interface
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Do	Android	Developers	Agree?

a. How	do	Android	devs deal	with	exceptions?
b. How	do	NullPointerExceptions impact	Android	

development?
c. How	do	cross-type	wrappings	impact	Android	

development?
d. Are	developers	aware	of	JNI’s	undocumented	

checked	exceptions?	[	Answer:	no	]
e. How	do	developers	prevent	apps	from	crashing?	
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Experimental	Setup

• Questionnaire	to	devs of	Android	apps	under	study
• General	exception	handling	policies
• Bug	hazards	identified	in	our	study

• 13	open	questions,	5	Likert	Scale	questions,	10	
multiple	choice	questions

• Emailed	1824	devs;	received	71	valid	responses
• 85%	over	2	years	of	Java	and	Android	experience

• Open	answers	coded	by	two	researchers
36



Dealing	with	Exceptions

37

Need	to	throw	an	exception

Need	to	handle	an	exception



Exception	Handling	Best	Practices
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“Android	destroys	and	recreates	itself	all	of	the	time	
(especially	during	screen	rotation).

If	you	do	not	handle	that	it	will	crash	on	you	every	time.

With	the	complexity	of	
an	activity	with	a	fragment	that	has	fragments	and	

each	of	those	fragments	has	custom	objects	and	variables	
that	need	to	be	retained	(so	saved	and	put	back)	

or	recreated	such	as	views	
it	can	get	complex	

if	you	don’t	have	an	understanding	of	
how	the	Android	life	cycle	works.”	[D43].	



2b.	Dealing	with	Null	Pointers
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“NullPointerExceptions can happen 
pretty much anywhere. 

The Android Fragment system comes to mind. 

Often, it is possible to find yourself in a state 
where getActivity() is null within the Fragment 

during certain points in the life cycle, 
and that is something I have to plan for.” 

[D56]
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Determine why the object was null and 
attempt to fix this situation. 

In the case of external API calls 
which return null, 

then check for null (the quick-and-dirty way). 

For internal calls, 
use @NotNull and @Nullable annotations 

to provide more guidance on when an object 
“may be” and “should never be” null.” [D42] 



2c.	Dealing	with	Wrappings
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“Honestly, there are a lot of very unskilled Java 
programmers out there writing Android apps.

When they encounter NPE, 
they tend to null-check that variable, 

which just puts a bandage on the problem 
and causes other failures (usually also NPE’s) 
later on in the application’s lifecycle.”  [D42] 
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The Android framework is what adds the 
complexity in figuring out 
what caused an exception.

Because more often than not, 
the error is triggered from the framework 

as a result of something else you did.” 
[D58]; 



Fault	Sensitive	Areas
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Exception	Handling	in	Android

• Developers	are	struggling	with	Java’s	exceptions
• Checked	exceptions	give	a	false	sense	of	safety

• Undocumented	runtime	exceptions	are	common	too

• Programming	errors	are	a	main	cause	of	exception-
based	crashes

• Exception	handling	is	an	architectural	concern:
• Needs	to	be	consistent	across	components	and	libraries
• Chains	of	inconsistent	wrappings	hamper	understandability
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Logness
Mining Log Data for Relevant Exceptions

Joint work with Peter Evers (TU Delft)
Maurício Aniche (TU Delft)
Maikel Lobbezoo (Adyen)
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● Founded in 2006
● 6th Unicorn Startup in Europe 

(over $1 billion venture capital)
● Payment Service Provider
● Enables merchants to accept payments from 

anywhere in the world
● 450 people in 10 countries
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Logging at Internet Payment Scale

● Around 500 million log messages per day

● Around 500,000 warnings / errors per day

● > 100 GB log data per day

● Sensitive data logged in encrypted form
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Monitoring
● Weekly release cycle
● Different monitors and custom alerts in place
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Log Data Analytics: The ELK stack

Image	credit:	www.neteye-blog.com
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http://ifconfig-a.com/?p=8



In practice: “tail –f”, grep
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The Problem

● Small problems are easily missed
● Monitoring is done on one server at the time
● Requires domain knowledge about (almost) 

everything
● Hard to distinguish ‘normal’ from ‘severe’ errors
● Alert triggers are created by hand
● Developers are human and make mistakes
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Proposed Solution: Logness

● Use fingerprint-based algorithm to combine 
error logs into abstract errors

● Ask devs to rate abstract errors (severe, 
monitored, non-severe)

● Filter, and focus on differences before and after 
(weekly) patches

● Implement on top of ELK stack
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Error Grouping Algorithm
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Filtering by Logness, with actual problem found
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Original Kibana display:
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Implications Logness

● Solved 9 different issues during development, 
including critical ones (hotfixes during a patch)

● Mainly by visualizing logs in a more structured 
way

● Developers are more aware and can quickly 
investigate errors on ‘their’ application
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Bug Example
● China Released New Creditcard Numbers
● Starting with 95 …
● Being 19 digits long
● Are stored as a LONG because of the ISO
● 9511111111111111111111 is a LONG overflow
● Impact: … 4 people / month ... at the moment
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Logness: Summary
● Hundreds of thousands of errors and warnings 

in logs
● Group into common errors
● Focus on differences before/after patch
● Classify severity (machine learning)
● Visualize using Kibana

● Proven useful to find range of actual problems.
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Part	4:	Crash	Reproduction

• Assume	we	found	a	
stack	trace	of	
interest.

• How	can	we	
reproduce	it	so	that	
we	can	fix	it?

• How	can	we	create	a	
test	case	to	avoid	it	
from	now	on?
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Crash	Reproduction:	
Feasibility

• 74%	of	the	failures	are	deterministic:	guaranteed	to	
manifest	given	the	right	input	event	sequences.

• 76%	of	the	failures	print	explicit	failure	related	error	
messages.

• For	majority	(84%)	of	failures,	all	triggering	events	are	
logged.

• A	majority	of	the	production	failures	(77%)	can	be	
reproduced	by	a	unit	test.

• Let’s	automate	this.
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Anatomy	of	a	Stack	Trace

java.lang.IllegalArgumentException:
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:142)
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:127)
org.apache.commons.collections.map.AbstractLinkedMap.<init> (AbstractLinkedMap.java:95)
org.apache.commons.collections.map.LinkedMap.<init> (LinkedMap.java:78)
org.apache.commons.collections.map.TransformedMap.transformMap (TransformedMap.java:153)
org.apache.commons.collections.map.TransformedMap.putAll (TransformedMap.java:190)

Stack Trace

Target Crash
Bug	Name:	ACC-48
Library:	Apache	Commons	Collection

https://issues.apache.org/jira/browse/COLLECTIONS-48

Exception Name Root Cause of the Exception
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Anatomy	of	a	Stack	Trace
Target Crash
Bug	Name:	ACC-48
Library:	Apache	Commons	Collection

https://issues.apache.org/jira/browse/COLLECTIONS-48

Class Under Test

java.lang.IllegalArgumentException:
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:142)
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:127)
org.apache.commons.collections.map.AbstractLinkedMap.<init> (AbstractLinkedMap.java:95)
org.apache.commons.collections.map.LinkedMap.<init> (LinkedMap.java:78)
org.apache.commons.collections.map.TransformedMap.transformMap (TransformedMap.java:153)
org.apache.commons.collections.map.TransformedMap.putAll (TransformedMap.java:190)

Stack Trace

Exception Name
Method Under Test

Line to reach
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Genetic Algorithm: search algorithm inspired be evolution theory

1. Natural	selection:	Individuals	
that	best	fit	the	natural	
environment	survive	(worst	die)

2. Reproduction:	survived	
individuals	generate	offsprings	
(next	generation)	

3. Mutation:	offsprings	inherits	
properties	of	their	parents	(with	
some	mutations)

4. Iteration:	generation	by	
generation	the	new	offspring	fit	
better	the	environment	than	
their	parents

Genetic Algorithms



Automated Test Case 
Generation

Generation	of	test	cases

1. Select	one	statement	(target)

2. Using	genetic	algorithm	to	search	for	
method	calls	and	input	parameters	
that	allow	to	cover	the	selected	target

3. Store	the	test	case

4. Repeat	steps	1-4	until	all	statements	
are	covered

Initial Population

Selection

Crossover

Mutation

End?
YES NO

Genetic	Algorithms

Goal-oriented	
or
Single-target	



• Tool	to	automatically	generate	JUnit	test	suite	using	
genetic	algorithm

• Generate	and	optimize	test	suite	to	work	towards	
satisfying	a	given	coverage	criterion

• Generate	assertions	concisely	documenting	current	
behavior	(oracle)

• To	test	future	versions	that	should	keep	this	behavior
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Fitness	Function

Main Conditions to Satisfy
1) the	line	(statement)	where	the	exception	is	thrown	has	to	be	covered
2) the	target	exception	has	to	be	thrown
3) the	generated	stack	trace	must	be	as	similar	to	the	original	one	as	possible.

java.lang.IllegalArgumentException:
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:142)
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:127)
org.apache.commons.collections.map.AbstractLinkedMap.<init> (AbstractLinkedMap.java:95)
org.apache.commons.collections.map.LinkedMap.<init> (LinkedMap.java:78)
org.apache.commons.collections.map.TransformedMap.transformMap (TransformedMap.java:153)
org.apache.commons.collections.map.TransformedMap.putAll (TransformedMap.java:190)

Target Stack Trace
(2)

(1)

(3)

f(t) = 3	x	line_coverage	+	2	x	exception_coverage	+	trace_similarity
(1) (2) (3)
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Fitness	Function

java.lang.IllegalArgumentException:
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:142)
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:127)
org.apache.commons.collections.map.AbstractLinkedMap.<init> (AbstractLinkedMap.java:95)
org.apache.commons.collections.map.LinkedMap.<init> (LinkedMap.java:78)
org.apache.commons.collections.map.TransformedMap.transformMap (TransformedMap.java:153)
org.apache.commons.collections.map.TransformedMap.putAll (TransformedMap.java:190)

Target Stack Trace

f(t) = 3	x	line_coverage	+	2	x	exception_coverage	+	trace_similarity
(1) (2) (3)

1)	line_coverage=		approach_level	+	branch_distance
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Fitness	Function

java.lang.IllegalArgumentException:
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:142)
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:127)
org.apache.commons.collections.map.AbstractLinkedMap.<init> (AbstractLinkedMap.java:95)
org.apache.commons.collections.map.LinkedMap.<init> (LinkedMap.java:78)
org.apache.commons.collections.map.TransformedMap.transformMap (TransformedMap.java:153)
org.apache.commons.collections.map.TransformedMap.putAll (TransformedMap.java:190)

Target Stack Trace

f(t) = 3	x	line_coverage	+	2	x	exception_coverage	+	trace_similarity
(1) (2) (3)

1)	line_coverage=		approach_level	+	branch_distance

2)	exception_coverage=	0	if	the	target	exception	in	thrown;	1	otherwise	
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Fitness	Function

java.lang.IllegalArgumentException:
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:142)
org.apache.commons.collections.map.AbstractHashedMap.<init> (AbstractHashedMap.java:127)
org.apache.commons.collections.map.AbstractLinkedMap.<init> (AbstractLinkedMap.java:95)
org.apache.commons.collections.map.LinkedMap.<init> (LinkedMap.java:78)
org.apache.commons.collections.map.TransformedMap.transformMap (TransformedMap.java:153)
org.apache.commons.collections.map.TransformedMap.putAll (TransformedMap.java:190)

Target Stack Trace

f(t) = 3	x	line_coverage	+	2	x	exception_coverage	+	trace_similarity
(1) (2) (3)

1)	line_coverage=		approach_level	+	branch_distance

2)	exception_coverage=	0	if	the	target	exception	in	thrown;	1	otherwise	

3)	trace_similarity=	class	name,	method	name,	triggering	line

Trace Elements
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Context:	10	real	bugs	from	Apache	Commons	Collections

Experimented	algorithms:
- EvoSuite	+	our	fitness	function	(30	independent	runs)
- STAR	(Symbolic	execution)
- MuCrash	(Mutation	analysis)

Empirical	Evaluation	

Bug	ID Version Exception Priority

ACC-4 2.0 NullPointer Major

ACC-28 2.0 NullPointer Major

ACC-35 2.0 UnsupportedOperation Major

ACC-48 3.1 IllegalArgument Major

ACC-53 3.1 ArrayIndexOutOfBound Major

ACC-70 3.1 NullPointer Major

ACC-77 3.1 IllegalState Major

ACC-104 3.1 ArrayIndexOutOfBound Major

ACC-331 3.2 NullPointer Minor

ACC-377 3.2 NullPointer Minor

N.	Chen	and	Kim,	TSE	2015.

J.	Xuan	et	al.,	ESEC/FSE	2015.

Used	in:
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Results	

Bug ID %	Successful	
Replication STAR MuCrash

ACC-4 30/30 YES YES

ACC-28 30/30 YES YES
ACC-35 30/30 YES YES
ACC-48 30/30 YES YES
ACC-53 28/30 YES NO
ACC-70 30/30 NO NO
ACC-77 30/30 YES NO
ACC-104 0/30 YES YES
ACC-331 10/30 NO YES

ACC-377 0/30 NO NO
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Results	

Bug	ID %	Successful	
Replication STAR MuCrash

ACC-4 30/30 YES YES

ACC-28 30/30 YES YES
ACC-35 30/30 YES YES
ACC-48 30/30 YES YES
ACC-53 28/30 YES NO
ACC-70 30/30 NO NO
ACC-77 30/30 YES NO
ACC-104 0/30 YES YES
ACC-331 10/30 NO YES
ACC-377 0/30 NO NO

Our solution 
replicated 8/10 bugs

STAR replicated 7/10 
bugs

MuCrash replicated 
6/10 bugs

77



ACC-70	
Exception in thread "main" java.lang.NullPointerException at 
org.apache.commons.collections.list.TreeList$TreeListIterator.previous (TreeList.java:841)
at java.util.Collections.get(Unknown Source)
at java.util.Collections.iteratorBinarySearch(Unknown Source)
at java.util.Collections.binarySearch(Unknown Source)
at utils.queue.QueueSorted.put(QueueSorted.java:51)
at framework.search.GraphSearch.solve(GraphSearch.java:53)
at search.informed.BestFirstSearch.solve(BestFirstSearch.java:20)
at Hlavni.main(Hlavni.java:66)

Target Stack Trace
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ACC-70	
Exception in thread "main" java.lang.NullPointerException at 
org.apache.commons.collections.list.TreeList$TreeListIterator.previous (TreeList.java:841)
at java.util.Collections.get(Unknown Source)
at java.util.Collections.iteratorBinarySearch(Unknown Source)
at java.util.Collections.binarySearch(Unknown Source)
at utils.queue.QueueSorted.put(QueueSorted.java:51)
at framework.search.GraphSearch.solve(GraphSearch.java:53)
at search.informed.BestFirstSearch.solve(BestFirstSearch.java:20)
at Hlavni.main(Hlavni.java:66)

public void test0()  throws Throwable  {
TreeList treeList0 = new TreeList();
treeList0.add((Object) null);
TreeList.TreeListIterator treeList_TreeListIterator0 = new

TreeList.TreeListIterator(
// Undeclared exception!
treeList_TreeListIterator0.previous();

}

Target Stack Trace

Test generated by our solution
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ACC-70	
Exception in thread "main" java.lang.NullPointerException at 
org.apache.commons.collections.list.TreeList$TreeListIterator.previous (TreeList.java:841)
at java.util.Collections.get(Unknown Source)
at java.util.Collections.iteratorBinarySearch(Unknown Source)
at java.util.Collections.binarySearch(Unknown Source)
at utils.queue.QueueSorted.put(QueueSorted.java:51)
at framework.search.GraphSearch.solve(GraphSearch.java:53)
at search.informed.BestFirstSearch.solve(BestFirstSearch.java:20)
at Hlavni.main(Hlavni.java:66)

public void test0()  throws Throwable  {
TreeList treeList0 = new TreeList();
treeList0.add((Object) null);
TreeList.TreeListIterator treeList_TreeListIterator0 = new

TreeList.TreeListIterator(
// Undeclared exception!
treeList_TreeListIterator0.previous();

}

Target Stack Trace

Test generated by our solution

public Object previous() {
...            
if (next == null) {
next = parent.root.get(nextIndex - 1);

} else {
next = next.previous();
}
Object value = next.getValue();

...
}
}

Affected Code

if “parent” is null,
this code generates
an exception
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[	Under	review]	

• New	“guided”	genetic	
algorithm

• Better	fitness	function
• Case	studies:	Apache	
ant,	commons,	log4j

• 38	out	of	50	crashes	
replicated
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Big	Software	on	the	Run

• Long	running	(distributed)	systems
• All	situations	will	occur
• All	exceptions	will	fire

• How	do	developers	deal	with	exceptions?
• How	do	exceptions	manifest	themselves	in	bugs?
• How	do	exceptions	show	up	in	log	data?
• How	can	logged	exceptions	be	reproduced?
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Exceptional	Logging:	Key	Points

• Error	handling	itself	is	error	prone

• Developers	work	around	Java’s	checked	exceptions

• Support	is	needed	to	find	relevant	exceptions	in	
abundance	of	log	data

• Automated	crash	reproduction	is	within	reach
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Rethinking	Exception	Handling?

• Empirical:	
How	big	is	the	exception	handling	problem?

• Software	engineering:	
How	can	we	deal	with	the	EH	problem?

• Language	engineering:
Can	we	think	of	new	languages	solving	EH?

• Domain	analysis:	Anomaly	versus	exception?
Can	we	push	exceptions	to	the	domain	level?
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TU	Delft	is	Hiring!

• PhD	position	in	EU	STAMP	project	on	test	amplification
• Postdoc	position	in	BSR	project	on	exceptional	logging.
• Tenure	track	positions	in	distributed	systems,	cyber	
security,	algorithms
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